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1. Priorities and challenges of Cluster 3

“Civil Security for Society” in Horizon
Europe 2021 - 2027




EU-funded Security R&l: Then and now
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"Ensuring that EU-
financed security
research targets the
needs of security
practitioners and
develops solutions to
forthcoming security
challenges [...]."

“Invest in knowledge
and develop further
technologies in order
to protect our
citizens"
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Society “ Cluster 3 Europe
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Horizon Europe Budget

Political agreement December 2020
€ billion in current prices
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* Including €5.4 billion from NGEU —Next Generation Europe —programmeof EU for Recovery from COVID-19 crisis



A new policy context

* Policy priorities of the Commission, 6 headline ambitions:
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* Including “An economy that works for people”, “A Europe fit for the digital age

European way of life”, “A stronger Europe in the world”
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» Role of innovative technologies / Importance of ensuring protection of citizens
« Security priorities of the Commission:

 Strategic priority — A strong European Security Ecosystem
« EU research innovation and technological development for security as key enabler
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A more impactful Security R&l investment

 EU investment for the development of capabilities in support to Policy priorities

» Innovation can be decisive: modernisation / effectiveness / efficiency

« Uptake of innovation remains a challenge

/Perception of relevance of factors that hinder Innovation Uptake \
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Fragmentation
Programming Market Visibility
Synergies Cultural Barriers
Economical Industrial Dynamics
Ethical - Legal - Analytical framework
\ Societal / European
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* Based on internal analysis of latest position papers of EOS, ASD, EARTO and PASAG



Core values of our R&l strategy

« Ensure that security R&l maintains the focus on the final use of its
outcomes in alignment with policy priorities;

« Contribute to a forward-looking planning of EU security capabilities
that allows to anticipate solutions to future threats;

« Ensure the development of innovative security technologies that are
socially compatible;

« Pave the way to industrialisation, commercialisation, acquisition and
deployment of successful R&l outcomes;

« Safeguard EU autonomy and technological sovereignty in critical
security areas by contributing to a more competitive and resilient EU
security industrial base.




Three axis of transformation

« Security R&l programming needs to acknowledge the different perspectives
of all stakeholders, including policy makers, security authorities, industry,

researchers and citizens.

 The R&l cycle needs to be seamlessly integrated in a wider forward-looking
Capability Development Cycle for Civil Security that is capable of triggering

research, steering its implementation and capitalising on its outcomes.

* The barriers that impede a seamless uptake of innovation, and thus its

transition to the operational domain, need to be identified and removed.




2. Cluster 3 “Civil Security for Society”
in the Horizon Europe Strategic Plan
2021 - 2024




STRATEGIC PLAN

Horizon Europe - Impact logic

EU POLICY
PRIORITIES

Overall priorities of the European Union (Green Deal, Fit for the Digital Age,...)

KEY STRATEGIC
ORIENTATIONS

Set of strategic objectives within the EC policy priorities where R&l investments are expected to
make a difference

IMPACT AREAS

Group of expected impacts highlighting the most important transformation to be fostered through
R&l

EXPECTED IMPACTS
= DESTINATIONS

Wider long term effects on society (including the environment), the economy and science,
enabled by the outcomes of R&l investments (long term). It refers to the specific contribution of
the project to the work programme expected impacts described in the destination. Impacts
generally occur some time after the end of the project.

EXPECTED
OUTCOMES
= TOPICS

The expected effects, over the medium term, of projects supported under a given topic. The
results of a project should contribute to these outcomes, fostered in particular by the
dissemination and exploitation measures. This may include the uptake, diffusion, deployment,
and/or use of the project’s results by direct target groups. Outcomes generally occur during or
shortly after the end of the project.

v PROJECT RESULTS

What is generated during the project implementation. This may include, for example, know-how,
innovative solutions, algorithms, proof of feasibility, new business models, policy
recommendations, guidelines, prototypes, demonstrators, databases and datasets, trained
researchers, new infrastructures, networks, etc. Most project results (inventions, scientific works,
etc.) are ‘Intellectual Property’, which may, if appropriate, be protected by formal ‘Intellectual
Property Rights’
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Horizon Europe Strategic Plan 2021 - 2024

Cluster 1 (
Cluster 2 (
Cluster 3(
Cluster 4 (
Cluster 5 (

Cluster 1 (
Cluster 4 (
Cluster 5 (
Cluster 6 (

Key Strategic Orientation A

Promoting an open strategic autonomy by
leading the development of key digital,
enabling and emerging technologies, sectors
and value chains to accelerate and steerthe
digital and green transitions through human-
centred technologies and innovations

Key Strategic Orientation C

Making Europe the first digitally enabled
circular, climate-neutral and sustainable

economy through the transformation of its

mobility, energy, construction and production

systems

Key Strategic Orientation B

Restoring Europe’s ecosystems and
biodiversity, and managing sustainably
natural resources to ensure food security and
a clean and healthy environment

Key Strategic Orientation D

Creating a more resilient, inclusive and
democratic European society, prepared and

responsive to threats and disasters, addressing

inequalities and providing high-quality health
care, and empowering all citizens to act in the
green and digital transitions

) Cluster 1
) Cluster 4
) Cluster 5
) Cluster 6

) Cluster 1
) Cluster 2
) Cluster 3
) Cluster 4
) Cluster 5
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Horizon Europe Strategic Plan

 Cluster 3: Supporting EU-wide response to security challenges

+ Digital Security

Key Strategic Orientation A StrateglC Plan

Promoting an open strategic autonomy

by leading the development of key
digital, enabling and emerging

technologies, sectors and value chains

Work Programme

|~ Increased Cybersecurity
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European
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Horizon Europe Strategic Plan

Strategic Plan

Key Strategic Orientation D

Creating a more resilient, inclusive

® Cluster 3: SuppOrting EU-Wide and democratic European society
response to security challenges

Work Programme

A resilient and more stable Europe

- |- Disaster-resilient society for Europe

o o o)
e A Competltlve EU Securlty IndUStI'y - ”- Better protect the EU and its citizens G
against crime and terrorism ®
w
* From reactive to proactive

h Resilient infrastructure

Strengthened security research and

innovation




3. Cluster 3 "Civil Security for Society”
in the Work Programme 2021 - 2022




HE CLUSTER 3: Civil Security for Society

« A work programme structured in 6 destinations
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Supporting EU policy priorities

Meeting Capability requirements

Ensuring ethical outcomes that are supported by society

Exploiting synergies and creating market opportunities European

Commission




HE CL3 - Policy Priorities

« R&l priorities aligned with security policy priorities (non-exhaustive list)

Policy document FCT BM INFRA DRS
Action Plan on Firearms trafficking

Action Plan to support protection of public spaces
Civil-military Research Agenda for Maritime Security
Counter Terrorism Agenda

Critical infrastructure Directive

EU Civil protection mechanism

EU Climate Adaptation strategy

EU Customs Union Action Plan

EU Green deal

EU Maritime security research agenda

Joint Communication on Hybrid Threats

Joint Framework on Countering Hybrid Threats
Maritime Security Action Plan

New Pact on Migration and Asylum

NIS Directive

Paris agreement

Sendai Framework for Disaster Risk Reduction
Security Union Strategy

Sustainable Development Goals

European
Commission




Better protect the EU and its citizens against
Crime and Terrorism (FCT)
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» Expected impact of the Horizon Europe Strategic Plan 2021-2024

« “Crime and terrorism are more effectively tackled, while respecting

fundamental rights, [...] thanks to more powerful prevention, preparedness
and response, a better understanding of related human, societal and
technological aspects, and the development of cutting-edge capabilities for
police authorities [...] including measures against cybercrime.”

* R&I contribution:

Modern information analysis;

Improved forensics and lawful evidence collection;
Societal issues related to various forms of crime;
Increased security of in public spaces;

Improved intelligence picture;

European
Commission

More secure cyberspace for citizens, especially children.




Effective Management of EU External
Borders (BM)

» Expected impact of the Horizon Europe Strategic Plan 2021-2024

/ \ » “Legitimate passengers and shipments travel more easily into the EU, while

BORDER illicit trades, trafficking, piracy, terrorist and other criminal acts are prevented,
due to improved air, land and sea border management and maritime security
including better knowledge on social factors.”

&S o
r. “ i « R&I contribution:
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» Improved security of EU land and air borders, as well as sea borders and maritime
environment, infrastructures and activities;

MANAGEMENT

=1

» Improved border crossing experience for travellers and border authorities staff;

» Monitoring of movements across air, land and sea EU external borders for people and
goods;

» Protecting fundamental rights of travellers;

» Improved customs and supply chain security minimising disruption to trade flows.
European
Commission



Resilient Infrastructure (INFRA)

.
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» Expected impact of the Horizon Europe Strategic Plan 2021-2024

“[...] resilience and autonomy of physical and digital infrastructures are
enhanced and vital societal functions are ensured, thanks to more powerful
prevention, preparedness and response, a better understanding of related
human, societal and technological aspects, and the development of cutting-
edge capabilities for [...] infrastructure operators [...]”

 R&I contribution:

Ensured resilience of large-scale interconnected systems infrastructures;

Enable rapid, effective, safe and secure response and without substantial human
intervention;

Better assess risks ensuring resilience and strategic autonomy of EU infrastructures;

Resilient and secure smart cities.

European
Commission




Increased Cybersecurity (CS)
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« Expected impact of the Horizon Europe Strategic Plan 2021-2024

“Increased cybersecurity [...] by developing and using more effectively EU and
MS capabilities in digital technologies supporting protection of data and networks
aspiring to technological sovereignty in this field [...]; this should contribute to
secure services, processes and products, as well as to robust digital
infrastructures capable to resist and counter cyber-attacks and hybrid threats.”

 R&l contribution include:

Strengthened EU cybersecurity capacities and sovereignty in digital technologies
More resilient digital infrastructures, systems and processes

Increased software, hardware and supply chain security

Secured disruptive technologies

Reinforced awareness and a common cyber security management and culture

European
Commission




Disaster-Resilient Society for Europe (DRS)

DISASTER
RESILIENT
SOCIETIES

» Expected impact of the Horizon Europe Strategic Plan 2021-2024

Losses from natural, accidental and man-made disasters are reduced through
enhanced disaster risk reduction based on preventive actions, better societal
preparedness and resilience and improved disaster risk management in a
systemic way

* R&I contribution:

Enhanced understanding and improved knowledge and situational awareness;

More efficient cross-sectoral, cross-disciplines, cross-border coordination from
international to local levels;

Enhanced sharing of knowledge and coordination regarding standardisation in the area
of crisis management and CBRN-E.

European
Commission




Strengthened Security R&l (SSRI)

 EU investment for the development of capabilities supporting policy priorities

* |nnovation can be decisive: modernisation / effectiveness / efficiency

« Uptake of innovation remains a challenge

4 N\ .
TOTASD memEOS memEARTO memPASAC ) Create a favourable environment to generate
Fragmentation SpeC|f|C knOWIGdge
Programming Market Visibility
) Foster a structured dialogue and coordinated
action among market actors;
Synergies Cultural Barriers
) Exploit catalysts of uptake
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S e fp ) Conduct cross-cutting security research.
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* Based on DG HOME internal analysis of latest position papers of EOS, ASD, EARTO and PASAG



Strengthened Security R&l (SSRI)

« Strengthening the Security R&l ecosystem with:

« A stronger, more systematic and analysis-intensive security research and
innovation cycle

GTRENGTHENED\ _ o .
SECURITY R&l * E.g. Analysis tools, processes, performance indicators, networking;

* Increased industrialisation, commercialisation, adoption and deployment
of successful outcomes of security research for a more competitive and

9 resilient EU industry which safeguards the security of supply of EU-products
in critical security areas

* E.g. Innovation Procurement, Standardisation, Valorisation of results;

\_ J * R&l-enabled knowledge and value in cross-cutting matters reduces sector
specific bias and breaks thematic silos that lead to fragmented markets

» E.g. Societal, enabling technologies

European
Commission




Synergies by design
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4. Networking platforms and events



CoU evolves into CERIS

https://www.securityresearch-cou.eu/

“ Security” HOME ABC

BOUT POLICY THEMES PROJ
nity of Users

European
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ISV BECOME A MEMBER

A COMMUNITY OF EUROPEAN RESEARCH AND INNOVATION
FOR SECURITY

In a world facing growing risks from man-made and natural disasters, the security of citizens, infrastructure, and assets is a high priority for the European Union.
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https://www.securityresearch-cou.eu/home

Community for European Research and Innovation for Security (CERIS)

Fighting crime Disaster Border Strengthened
& terrorism Resilient LR A Security R&l
(FCT) Societies (DRS) (BM) (SSRI)
THEMATIC WORKSHOPS
- N\
Fighting crime Disaster Border Strengthened
& terrorism Resilient Management Security R&
L (FCT) Societies (DRS) (BM) (SSRI)
NATIONAL &
REGIONAL PLATFORMS
JAN FEB MAR APR MAY JUN SEP OCT NOV DEC

< CERIS thematic workshops > CERIS expert group gERIS

meetings plenary




EU Info Day — Cluster 3

» Recordings from the event are available online;



https://seren4-heu-cluster3-infoday.b2match.io/

Security Research Event 2022

1 and 2 March 2022 — Paris, France;
* Cité des sciences et de l'industrie;

« Co-organized by the European Commission and the French

Presidency of the Council of the European Union.

30
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Useful links

» Horizon Europe Strategic Plan 2021-2024;

* Horizon Europe Cluster 3 WP part 2021-2022;

 Horizon Europe Cluster 3 website;



https://ec.europa.eu/info/sites/default/files/research_and_innovation/funding/documents/ec_rtd_horizon-europe-strategic-plan-2021-24.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2021-2022/wp-6-civil-security-for-society_horizon-2021-2022_en.pdf
https://ec.europa.eu/info/research-and-innovation/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-europe/cluster-3-civil-security-society_en

Getting started

Are you interested in applying for funding through the Horizon Europe?
On the Funding and Tenders Portal you can see which topics are currently open for applications.

Check out the on-line training webinars

You can read more about the Horizon Europe programme at the Horizon Europe web page.
© European Union 2020

Unless otherwise noted the reuse of this presentation is authorised under the CC BY 4.0 license. For any use or reproduction of elements that are
not owned by the EU, permission may need to be sought directly from the respective right holders.
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